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Section 1 INTRODUCTION

1.1 CONTEXT

The S-124 service has been designed to distribute the Navigational Warnings (NAVWARNS)
produced by the Canadian Coast Guard, based on the S-124 standard and following the Secure
Exchange of Maritime Information (SECOM) security protocol.

OBIJECTIVE

The objective of this document is to describe how to use the S-124 service for end users such as
S-100 data distributors and system developers. This service is not about downloading selected
files or charts; it implies the use of a REST APl where HTTP methods are used to request data,
the output is subject to further post-processing.

This document includes examples you can follow if you wish to discover this S-124 service and
its output.

IMPORTANT

This S-124 service is still under development and represents our best efforts to meet the actual
S-124 / S-100 specifications. Until advised otherwise, users should use this service for testing
purposes only. Changes to this service may occur without prior notice.




Unclassified - Non-Classifi

Section 2 How to use the CCG S-124 service

The CCG S-124 service is a REST APl accessible with the following URL:
https://s124.ccg-gcc.gec.ca/api/secom/vl/object

For developers, the following openAPI link describes the CCG S-124 service and its parameters:

https://s124.ccg-gec.ge.ca/swagger-ui/index.html

2.1 GET DETAILED REQUEST

The GET detailed request : https://s124.ccg-gcc.gc.ca/api/secom/vl/object
returns a list of ‘DataResponse’ objects containing 3 fields:

e ‘data’
e ‘exchangeMetadata’ and

e ‘ackRequest’

The ‘data’ field contains the S-124 NAVWARN encoded in base 64 (see figure 2.1).

&« (I

5124.ccg-gec.ge.ca/api/secom/v1/object?productVersion=2.0.0&geometry=POLYGON((-70.6%2047.2,9%20-70.6%2045.4,%20-73.6%2045.4,%20-73.6%2047.2,%20-70.6%2047.2)) * &

98 | M Gmail @ YouTube @ Maps ol PWGSC-TPSGC219..  F 557~ ElectronicNav.. 3 Digital Incubator—.. @ Maritime Connectivi.. @8 WAGO MCS MiniC.. ) fmd32003300fcr2.. G itop - Recherche Go.. W Public-key cryptogr.

Inpression élégante

"dataResponseObec
“data”:
"PD94bhigdmVyc2 Lvbj6iMS4uT1 B 1bulivZG1uZ 201 VWRGLTEi THNAYWSkYhxybmUSTn11cyT/PgosUzEyNDPEYXRhC 2V THhtbGS ZOmS2H 61 aHRACDOV L 3d3dy SvcGVuZ 21 zLmS 1dCInbii THht bG520mdtbDO1 aHRcDovL 3d3dySve GVuZ2] zLnS 1dCnbhiwvily4yT i B4bkixuczpTHT TBPSJodHRO1 Bvd3d3Lmle
1HXHDAIMhGCHAG Ly93d3 cuablhy LmludCoZHTAnZ 2151 2UuMC TgeG1 sbnhGeHNpPS 10dHRWO18vd3d3LnC 2L mdy ZySyMDAXL 1NNTFNjaGVYSIgeGlsbnl6eGxpbnsIInhadHAGLY93d3c udzMub3 InL 2E50TkveGxpbms i TGdtbDppZDA 1 QBNHL 1HxH jQUQBEWMSSDL JEA0DEUNJULPgog [CAGPGALhDp1b3VUZGVKY:

1ps ZLm5 1dCOKZYvY3D2LOVQUOCYICERNZ I214BzcnNEaWL1bnNpb2491 1 iPgogICAGT CAGTCAGICABZ 2L 5Q1L AQOTE3PC XIDb37uZXIHC i AgICAGT CARTCAZIDXnbIWECXBNZXIDb3JuZX THHIDUUNT ks
HBLclivcns Le oK ICAGICABICABL 20t DpFonZ 1 bGSNTTaKICAG Ou,Z21 SOMVAHSKZURCeTAKI CAGTDXTHTANOKRNGGF ZEXR GGG Lnaihd Lk LuZnsy bl NSngogI[AgI(AgIDxTNTA\vaVuYZQkaIASHUSBIYzlmathdﬁlvhJSTLTEwvV(BQ\’X]BIBEWVJWLLEwHDplme\rZGluﬂNwZNNplmleXRptv.

pbmdT cGVjahZpY2FRakouRNRpIGLybI4xL JABL LMKMDAG ZWS Jb 2R pbmd T cGVjalZpY2F@ahIuRNRpdGLy b AKICAGI CAECABL: 11c3STLTE bnRpZml 1 J4KICAGICAGIC
HBSathdﬁ1\4blﬁyb22pbﬁU}Q\dNBaX’HE5EvldBUkSlP(BTMTAmeFwtﬁxpYZfﬂaleuUHJvalSZTAKI(AgICAgI[ASUVEwMDkaXRh(ZV@les’ulkz\dSaawzp’xlﬂ‘\TIDQGEWMUNHVTgAOF NSSHTUNBL1HXHDAGZGF 0 PbGV] IEAglCr’\gIDxTHTA\mmRthFz’XKuaXRszTSx\‘XRlU
1AgICAGIC 1dFI1zmVyziis3 2 J1bmN1RGFOZTAKICARICAGIC (BTGFUZ3VhZ 2+ 2150 PCOTHT AwOMRhdGF 2Z XRIVMWS ndkF nZ TAK ICAGTCAGTCABUZEWMDPKYXRhe 2V0QWIzdH1hY3Q+VGh.
2VOPCITMTAWOMRhAGF 22 mFJdD4KICAZICAEIC VEVGoaMNDYXRZ 29T 5y 2Vhbni1BL 1xHDAGZGFOYANLdFRyCGL IQ2F 07k CLAGTCAETC AGPFIXIDAGZGFOYAN LFB1CnBuC U+ Y.
+CiAGICABL: N1dEl JEYXRpb244C 1AGTCASUZEyNDptZi117X12PgogI CAGICAZIDXTHT T00kShdndhcmSQCmVhbiN1 s ZSEnbiueakQO TKNDRy S THTIOL KNEHDELQY 4X0DgAL  T1L A1 PEOgT CAGICAGICAGTCABLZEYNDphImZ1Y3R1ZENOYX JBUHV1bGL:
ZhhmREZleViRl’D4KI(AgIC"\gICAgI(AgICAgI[Ag](ASU‘EyNDpjaﬁFydESle]lzj4XVVENPC91MTIBﬂmNuVXJBTthVmVyPgngl(r\gI[Ag]CAgI{AgICAg]CAgIDxTMTIBDkaaXRphZSEVXRleIwM]UtHDQtMTESLIMXN]QEZNdeGI\/bthdGUfClAgIEAgICAgI[AgI(AgICASLlMxNJQEVZM\mREZleV'
THT TeOmxhbnd 1YWALPVUZ 2wy UzE yNDpSYWSNebF nZ T4K ICA ICAGTCAG 1 CAZTCAGTDXTHT T80NB 1 YmXpY 2F BakOuUQNINZWNBZLIQ+U2V jdGLubBCLUMgL SBQb310IGR1T ELubrRy w6 1hbDy AgICAGTCAGICASL1HxH QB YHZMZNNOZHRDAGFy dFB1YmxpY2F B2k
2VuZX]hL1EFyZWE+CLAgI(AgICAgICAgI(Ag]CASU.EyNDpsb2thlebk5thUiCLAgI(AgICAgICAgI(AgICAgI[AgPFNxJ‘!]QEbGFuZSVhZ2U{7VISHPE9THTIBUmxhbmd1\’Hd1PgugI(AgICAgICAg]CAgIEAgICAgIDxTMTIBUan 'gogTCAGICAICAGTCARTL

KICAEICAGICAGICAgPCETHT I60md Lbmyy ixBCmVhPgogICAGICAGICAG TCABLZEyNDps b2NhbG1 06 TAK ICAGTCATCAg 1CAICAGTDXTHTTE0mX v Y2FO2HSTMF tZT4KI CAETCAE ICAETCAGICAE TCAGTCABLZ Ey NDpSYWSNWFN ZT5 1bmcBL1M X jQ8bGFUZIVhZ2U+Ci AgICAGICAETCARTCAGTCAGTCAGPFMXIQE
NR1eHQHCiAgTCARICARTCARICAET CABLIMXI]Q5bGI JYXRpb250YW11PgogTCAS T CARTCAGTCAB L LMK Q6LGO T YixpcHk+C 1A T CAGTCAGICARTDXTHT 1001 1c 3N 22V TZXJpZXNIZGV udGlmaliVy Pgog ICAGTCAGTCAG ICAGTCAPFIXH Q6 YA Lbmii
jEVJl:3EvbanmelRmByUHjuZHV]dGl\/h]QKI(AgICAgI(Ag](AgI[AgIDlTMT]ﬂDvadNSG(nlU\’HJ1Pthbka\‘Iw\rUzEyNDp]bivndH]STmFtZTﬂK]CAgIU\gICﬂgICAgICAgIDxTNTIBDmShh\vNPZlMl(mll:LSDP(BTMT]ZDMShbWPZZLNl(mll(LAKICAgICAgI(Ag]CAgI[AgIDxTMI]@Dndh(mSpbmdJ’GV\
3JQUOENMS DL JEA0DZUMIUBL 1M1 Q62F ybmluZ @1 k215 @aNZp I XL +C 1 AGTCAZ T CARTCAGICART CABLZ EyNDp3YX)USHS AT VY mVyP EAODEBL 11 jQ6A2FybmLuZ05 1bii] 1 4K ICAGTCAGTCAGTCAG TCAG TDNTHT. 116MVZGUST] p XVXJUBLISAPCOTH
g](@l[ﬂg]CAngNxHjQﬁEWh(jAyHDI]P[‘BIHTIBDnlIYXIr()AgI[AgICAgI(AgIDwvquyNDpt’XNzV\udlquyanSlebnKpZmllc]AKIE&gICAg]CAgIU«gPFNx"!]QEbmFZdZFyb1deﬁxlchgI(Ag](»\gI[Ag](AgIU«gPFMx"!]QﬁbGFuZBVhZZurZMSnPC‘BTNTIBDmxhhmdj‘mlegngICAg](@I[Ag]CAg
SBpbmZyem1hdG1ybjmUzEyNDpRZXhaPEOEICAZ I CAGICAGICASL 111 Q6 bmF 2d2Fyb] RpdEx1PgOE ICAGLCART CATCASUZEYNDp ] YbIS JZXSYXRpb25 EYXR1P § LMt jU tHDE tMDNUHTY 6MDAGMDABL 1HXHQEY2 FuY 2Vs bGFO3HIURGF OZTAKT CAGTCAR ICAG TCAGPFHXMQ8al5@U2Yy dml JZT58Cn1PCOTMTIE0N
gIDXTHTI00mShdndhcnSUeXB1R2VuZXIhbCBb2RLPSIXHCT + TV 3bHkgRALZY2527X 1 ZCBEYWS nZX 2 PCATHT 180mShdndhcm5UeKB1R2VUZX I hbDAKT CAE TCATCAET CAGPFHXITQBcHVbG1  YXRpb 25Uabi1 1P Tul j UtMDC tHDIUMTQEHDY 6HzguODELPCI TMT 180N 1 YimpY 2F Bali9uVG1 tZTAKTCAGTCASTCAL
yB4bG1UazpoCHVmPST JQRNHL 101jQUQBEWHSSD L JEAOD guMjUUNS TUPgOg TCAGI CAGTDWVUZEYNDPOYXZ3YXIUUHI VU1 1 bGUC L AGTCAGICAGP FIM]Q8TmF 2d 2 Fy b1BhcnQgZ21s0m] KPS IDQDCUUZ EYNCSDQT AxL KHMUMT g40CAyHS4 )T J4KI CAEICAG ICAGTCAGPFMXTQ6ZmL 4ZWREYXR 1UNFUZ2U+ C1AETCAGTC
kPgugI[Ag]CAgI(AgICAgICA@ICA T0THT AwOmRhAGL-+1j Ay NS @ublyuMzuvUz EnMDpk YXR1Pgog ICAG I CAGTCAG ICAG ICAGPCO THT I00mRNAGY FbmQ+C AR TCAG ICAR T CAGTCAG ICABUZ EyNDpkYXR1U3RhcnQ+CiAgT CARTCAG ICART CAR ICAGTCAGPF IxHDAG ZGFOZT4yHDI1LTASLT AyPCOTHT AnOmRhdGL-+C1Ag
GFoz) AgI(AgICAgICAEUNxMJQﬁZmldﬂ/‘REVXRlumFuZZu+C)Ag]CAgI(AgICAgIDxT/‘\TIBDndh(mSpbmd]bm7\rcmlhdﬁlvhjdl(]CAgIEAgICAg]CAgIEAgIDxTMTIBDmluZmByb\«'FBaMQngcgI(AgIEAgICAg](AgIEAgICAgIDxTHTIBDmxhbmdlYlvmlevuZIquzEyMDp MUSNAWFNZTAKICAGIC
B’Xh@Plll\’ﬁl il P2 PYmlezZiQ, b 1jAyNSB1bnRpbCAwHz E 1MDAGVVRDIEp 1bCAYMDIL IDIWMCBt: /546 LvbiA30CABL LHxM: ICAgICAGICAGICAGICAGIDwUzZEyNDppbmZycmlhdGly
T]ﬂDmShdndhcmSUeXBlRﬁVB‘MlS(yBjhIRlPSIxNTE)PKVA-VZXJchvb)BabZSlPCBTMT]ﬂDmShdndhthueXBlRGVBVM15:zﬂKICAg]EAgI[Ag]CAgPE'?THTIBﬂndhthpbmd]hm’vcm]hdGl\rbj|A-K](AgI[AgI(AgIE&gPFMxN]QEEEVhlGVyIHhsaM‘SrDmhyZ\\lY‘;])NDQB(uu1EyMCSDQTAxLkHuMTg‘lDCAyNSAwI'
16211dHI5PE0TCAZICAGICAZICAZICAG] F3ZVByb3B1 AgICAGICAGICAGICAGICAGIDX TMTAWOIN L cmZhY 2UgZ21s0mIkPSIDQBCUUZEYN nnTAkaHuNrgaD(A NS55b 2Mhd rhmx]1Bz:nNu\’NllPS]ndHRucm\/lidsdysvzﬁvuzzl Lm5 1dCOkZHYvY3I2LBVQUACMCEBHZT:
CAICAEICAEICAEICARICAZICAETICABZ210nBhdGNOZXIHC1Ag I CAGTCAGICAE ICARTCAGICRAE T CAEICAZICABZ 21501 BvbHLnb 25QYXR JaCBpbnR1cnBvbGFOaISUPSIUbGFUYXTiPgOS pMaS 1YX AgI[Ag]Dxnh\qu(GBLTﬁldeEl(nNOYN]lPSZIDdHRw:.
w¥3)z LB\lqulc\/M(xBHzIzI157(nMan]1banhZAQI]])IGMvdWSGPSI]I]A@NSAlDTAyuDHng(zL]uwMDkxNyABMSﬂ]OTAZMTcgU’ch]uwM]NYMyABNSAlOD(SNTAgLrc7L]I!wMIuvm[AZNSd]ODclﬂDMgLTc it OrgLTC2L JUMNDIcly CAgPC:
31+CiAgTCASICARTCAGTCARTCART CAGTCARTCASTCABL2d hDpQb 2X5Z29ulIGF @Y 2 +C1 AGTCAR T CAETCA IcAgicAgicAgrcAg1nw’z1sOnEthNuzxmc)Ag]cAgI:AgchgnAgI(AgrcAgpcarm,\wolmmzhvzmciAgmgI:AgrcAgicAgmsLuVxMDAec3VythzvaybsalmnspguglmgrcAgIcAgu
ICAgPCaTHTTa0KShdndhcmSQYX) @PgogICAGPCOTMTIA0NT 1bki] LenttCwulizEyNDpE YXRhe 2VOPEO:

: f

"protectionscheme”: "SECOM",

digitalSignatureReference”: "ecdsa-384-sha2”,

digitalsignaturevalue™: {

publicRootCertificateThumbprint™: "saef1564ed55dde94clfoalzlad17casef7d256b",

publicCertificate”:

"MIID+ICCAACEAN TBAE’ bDm2b1/5pSyHC: £YTKoZ12j0E LDABgoTkiak/TsZAEBDBXL cm46bX] uOm1IcDp3YTptY2HEbHNALIWLkcmVnhQswC 2 1UEC, ZETHBEGA W56YHd 1b JEMMAGGATUE CgnDTUNQHMQuwCEVDVQOLDANNOL A
SBSZWdpe 3RyeTESHCOGCSqGSTh3DQE YXJpdG Lt Zuivems 1 XQuH NI QUNTAYMTIBHD T L CIJ Ywh T Ay TKOHD T L JCBUTELIAKGAIUEBRHCQOEX: bjpt pLY2H6Y: QQLDAXCmdhbm6YXRpb24XHT ADBENVBAHIHFENhbmFkal
miZPyLGOBAQHXXJuOmly b jptY3AEb3InOmL Yz p Y 2cxMT: 15y ahiNoYXTkLWNL AQBgeghk JOPOTEB gUrgQOATgH g6t jHF KIFxMs rICZIGHLL 144Dy 2+ TpDfVZG112xpLExOHN2X355 35A1PRSLKY
WRqFT+]ggEqQHIIB] jATEg! DARgBOTDLl OYTVUUXpDAG OV SK1AXqLNP2 kudpa ] YU DUROTBGOY 5 Gor B[ ZaarR0cDovLLFnaSS T pdGLez N\/thlV]dem10ESSANXQVEDUNDSQh(ﬁk\tvl\/ydﬁlma\\mhdﬁ\/zLZNyh(B]:mAth]uﬂml]:DpjWptYZNEb\
WaTBnBggrBgEFBQCAYZbaHROCDovL2FwaS5EYX]pdG1ZhNybmS 1 9 jc3AvdXIuOmLybiptY. OmL3cC1pZHIL. gahkj 1A3E/ UipZo G303 q/kNYPEIOXBATBY

pr1*g:quKtR+vqurwBRAES\/P/hﬂwﬁ\/
igitalSignature”: "306402304910E24FDEDS0SE52858081581 8050908 32DCEDOFEAGECI355120B800CACA725A237CATF E462EAI IOEOFACSF 10F 416802 30604 245 3F (8941827470047 247 22F BA0B64DAF I0F CF572930E87F E9ABACIDAAAT 31 2EA 1DEADIS 2082 1C 3AGATE65F 312"

"compressionflag”: false

“ackRequest”: @

"data":

Figure 2.1. 5-124 GET Detailed Request Response

e

e


https://s124.ccg-gcc.gc.ca/api/secom/v1/object
https://s124.ccg-gcc.gc.ca/swagger-ui/index.html
https://s124.ccg-gcc.gc.ca/api/secom/v1/object
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The ‘exchangeMetadata’ field contains information such as the digital signature of the data
field content, the public certificate to validate the signature and the signature algorithm used
(see figure 2.1).

The request returns the S-124 NAVWARNSs as an S-100 Exchange set (.zip file), when the
parameter containerType=1 is used (see below for more information).

Example:

The request below will retrieve the active NAVWARNS for the Canadian S-100 Sea trials area,
the output being packaged as a S-124 2.0.0 exchange set :

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?geometry=POLYGON((-73.6%2045.5,%20-
73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-
71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-
73.6%2045.5))&containerType=1&productVersion=2.0.0

The output contains useful information, when you wish to check the syntax or validity of your
requests. Simply scroll to the very end of the output block to find lines that look like:

"responseText":"Get Request of NWs returned 1 results with the following
filters: dataReference=null, containerType=S100 ExchangeSet , validFrom=null,
validTo=null, dataProductType=null, productVersion=2.0.0, geometry=POLYGON ( (-
73.6 45.5, -73.5 45.5, -73.2 45.8, -73.2 46.0, -72.6 46.0, -69.8 47.2, -71.0
47.2, -73.5 46.1, -73.5 45.7, -73.6 45.7, -73.6 45.5)), page=null,
pageSize=null, max pageSize is 2000"



https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))&containerType=1&productVersion=2.0.0
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))&containerType=1&productVersion=2.0.0
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))&containerType=1&productVersion=2.0.0
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))&containerType=1&productVersion=2.0.0
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2.2 GET DETAILED REQUEST PARAMETERS

The URL for the GET detailed request is https://s124.ccg-gcc.gc.ca/api/secom/vl/object and the
following parameters can be used. Request parameters are separated with the ‘&’ character.

2.2.1 productVersion

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?productVersion=2.0.0

The productVersion parameter sets the version of the S-124 output.
The default version is 2.0.0. The supported versions are 1.0.0, 1.5.0 and 2.0.0.

2.2.2 containerType

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?containerType=1

The containerType parameter can be used if you want to get the results individually or
packaged in a S-100 Exchange set (output is a .zip file).

When containerType=1, a single data field is created as a .zip file (encoded in base 64)
containing the S-100 Exchange set.

If containerType=0 (default value), you get one data field for each S-124 NAVWARN.

2.2.3 dataReference

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?dataReference=00000000-0000-0000-0000-
000000171894

The dataReference parameter can be used when you know the ID of the specific S-124
NAVWARN you want to get. The dataReference id is passed with the format XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXXX.

The GET Summary request (see section 2.4) outputs the dataReference value for each S-124
NAVWARN returned.


https://s124.ccg-gcc.gc.ca/api/secom/v1/object
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?productVersion=2.0.0
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?containerType=1
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?dataReference=00000000-0000-0000-0000-000000171894
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?dataReference=00000000-0000-0000-0000-000000171894
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2.2.4 geometry

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?geometry=POLYGON((-73.6%2045.5,%20-
73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-
71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))

The geometry parameter can be used if you want to get the results from one particular area
defined by a point, polyline or polygon. You can use a geometry defined in the WKT language
(https://en.wikipedia.org/wiki/Well-known text representation of geometry).

We recommend using POLYGON, LINESTRING or POINT.

Note: The POLYGON example above defines the area for the Canadian S-100 Sea Trials.

2.2.,5 validFrom
https://s124.ccg-gec.ge.ca/api/secom/vl/object?validFrom=20250101T000000

The validFrom parameter can be used if you want to get the S-124 NAVWARNSs published since
the Timestamp value. When the validFrom parameter is used, the results will include the (‘self-
cancelled’) canceller S-124 NAVWARNSs. Also, when the validFrom parameter is used, the
results will be returned as a page among pages.

2.2.6 validTo

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?validTo=20250101T000000

The validTo parameter can be used if you want to get the S-124 NAVWARNSs published before
the Timestamp value. When the validTo parameter is used, the results will include the ‘self-
cancelled’ S-124 NAVWARNSs. Also, when the validTo parameter is used, the results will be
returned as a page among pages.

2.2.7 page

https://s124.ccg-gcc.ge.ca/api/secom/vl/object?pageSize=10&page=1

The page parameter outputs the results as a page among pages.
To see how many pages are returned, the number of pages is shown in the pagination field at


https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?geometry=POLYGON((-73.6%2045.5,%20-73.5%2045.5,%20-73.2%2045.8,%20-73.2%2046.0,%20-72.6%2046.0,%20-69.8%2047.2,%20-71.0%2047.2,%20-73.5%2046.1,%20-73.5%2045.7,%20-73.6%2045.7,%20-73.6%2045.5))
https://en.wikipedia.org/wiki/Well-known_text_representation_of_geometry
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?validFrom=20250101T000000
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?validTo=20250101T000000
https://s124.ccg-gcc.gc.ca/api/secom/v1/object?pageSize=10&page=1
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the end of the output (see figure 2.2).
The page default value is 1. It is also implied if the parameter pageSize is used.

pbWU+CiAgICAgICAgICAgIDXTMTIOONROZVI1ZmVyZW5]ZXMgeGxpbms 6aHI 1201 TONDRY5TMT IOL KNBMDEUT i4wNDYOLT1LEiLz4KICAGICAGTICABL1MXMIQE TKFWVEFST 1By ZWF t Ymx 1Pgog ICAgICAgIDXTMT 180k 5BV1dBUKS
QYXJIPIGdtbDppZDOiQeNHL1MxM]QUQBEWMSSOLFABN JQUMUUMSI+CiAgICAgICAEICAgIDXTMT I80MZpeGVKRGFOZVIhbmd1Pgog ICAZICAGICAZICAZICAEPFMXMIQ6ZGFOZVNBYXIBPgog ICAgICAgICAgICAZICAEICAZIDXTMTA
WOMRhdGU+MJAyNS@wNyewMzwvUzEWMDpkYXR1PgogI CAgICAgICAg ICAZICAgPCOTMTI@OMRhAGVTdGFydDAKICAgICAgICAg ICAgPCOTMTIO0MZpeGVKRGFOZVIhbmd LPgogICAgICAgICAgICABUZEYNDp3YXJuaWsnSWsmb3ItYXR
pb24+CiAgICAGICAgICAgICAGICABUZEYNDppbmZycmlhdGlvbj4K ICAGICAGICAGICAGICAZICAGT CABUZEYNDps YWSndWFnZT51bme 8L1MxMIQEbGFUZ3VhZ2U+CiAgI CAGT CAgICAGICAGICAGTCAGPFMXM]Q6dGVAdD5SBIHNLY NN
1cmZhY2UgbWovemluZyBoYXMgYmV1biBkZXBsb311ZCBpbiB@aGUgdmljalspdHkgb2YgNDggNDUuNzAXTiAwNTMgMzEuOTU4VyB3aXRoIGEgdGOWIGZ sb2F@YXRpb24gYXQgMTA1IG11dGVy cyBiZWxvdyB@aGUge 3VyZmFjZS7CoAp
DYXV@aW9uL jwvUzEyNDp@ZXhePgogICAgICAgICAgICAZICAGPCITMTIOOM1uZmIybWF 8aWouPgogICAgICAgICAZICAgICAgPFMXM]QEbmF 2d2F yb1R5¢GVEZXRhaWxzIGNvZGU9Im98aGVyIj5vdGhlejogT2IzdHI1Y3Rpb24gKES
aGVyKTwvUzEYNDpuYXZ3YXJuVHIWZUR1dGFpbHM+CiAgICAgICAgICAgIDWVUZEYNDp3YXJualWsnsWsmb3ItYXRpb24+CiAgICAgICAgICAgIDXTMTIOOMh1YWR1ciB4bGluazpocmvmPSI Q@NHLIMXM]QuQeEWMSSOL JAGNFQUMIU
uMCIvPgogICAgICAgICAgICABUZEYNDpnZWStZXRye TAKICAGICAgICAgICAgICAgIDXTMTAWONBYaW5@UHIveGVy dHk+CiAgICAg ICAGTCAgICAgTICAgICAgPFMXMDAGUGIpbnQgZ21s0mlkPSIDQOC Uz EyNCSDQTAXL k4uMDQ2NC4
yNS5s5b2NhdG1lvbidxIiBzcnNOYW11PSJodHRwe zovL 3d3dy5veGYuz21zLm51dCOKZWYvY3JzLeVQUecvMC8aMzI2IiBzcnNEaW11bnNpb249IjIiPgogICAgICAgICAgICAgICAGICAEICAEICA8Z2150nBVeyBZz¢nNOYW11PSJodHR
wezovL3d3dy5veGVuzZ21zLm51dCokZWYvY3JzLevVQUecvMC8oMzI2IiBzcnNEaWllbnNpb249IjI1PjQ4L c2MTY4AMYATNTMUNTMY NI MzPCINbWwEcGIzPgogICAgICAgICAgICAgICAgICAgIDWVUZ EwMDPQb21udDAKICAgICAgICA
gICAgICAgIDwWvUZEWMDpwb21udFByb3BlenR5PgogICAgICAgICAgICABLIMXMjQ6Z2VvblVecnk+CiAgICAgICAgPCITMTIOOk5BV1dBUKS5QYXIOPgogICAgPCSTMTI®OM11bWI1cnM+CjwyUzEyNDpEYXRhc2VePgo=", "exchange
Metadata":{"dataProtection":false,"protectionScheme":"SECOM", "digitalSignatureReference":"ecdsa-384-sha2","digitalSignatureValue":

{"publicRootCertificateThumbprint”: "6aef15640d55dd694clf6al2ladl7cabef7d258b", "publicCertificate" : "MIID+jCCA4CEAWIBAZIUdAO+bDM2bI]/ Sp5yWCeFBeSQ2KUUWCEYIK0ZIz jOEAWMWEcwX LDAGBEo Ik
ialk/IsZAEBDBx1cm46bXIuOmLjcDp YTpty2MebhNwLIWLkemVnMQswCQYDVQQGEWIESZEQUA4GALUE CAWHRGY ublFyazE TMBEGALUEBWWKQ29wZW50YWd1bj EMMAOGALUECgWDTUNQMQwWC g YDVQQLDANNQLAXHjACBgNVBAMMFULDU
CBJZGVudG10eSBSZWdpc3Rye TEsMCoGCSqGSIb3DQE JARYdaW5mboBtYXIpdGLltZWNvbm51Y3RpdmlBeS5uzXQwHhcNMjQuNTAYMT k@MDI1WhcNMjYwNTAYMTkeMDI1WjCBwTELMAKGA1UEBhMCQOEXIDAeBgNVBAOMF 3Vybjptcma6b
WNWOm9yZzptY2M6Y2NnMRUWEWYDVQQLDAxY cmdhbml6YXRpb24xHT AbBgNVBAMMF ENhbmFKkaWFuIENVYXNBIEd1YXIKMS cwIQYKCZ ImiZPyLGQBAQWXAXIuOmlybjptY3A6b3In0m1jYzpjY2cxMTAvBgkghkiGOwWeBCQEWImlhenRpb
i5yalNoYXIkLWN1cmRhQGRmby1ltcG8UZ2MuY2EwdjAQBgcqhk jOPQIBBEUrgQQAIgNiAAQ3 JRWA+BS2Eug6tjwWFXIFXIWs rICZIGWIDm+co3doWrxYEpDIWRVYuld4Dv2+TpDnfVzG11ZXpLbx@MW2x3s535A1pR5LKY/CsTgYII171df
zkfhjv5Fer0sJZpzWPqfT+jggEqMIIBIjAfBgNVHSMEGDANgBQFD1viBmA3By9QeVOYTVuuXpDQGjAdBgNVHRAEFgQULoVhajSK1AX5qLwFP 2kudp9jrCYwawYDVROTBGQWYjBgoF 6gXIZaaHROcDovL 2FwaS5tYXIpdGltZWNvbm51Y
3Rpdml@eS5uZXQveDUw0SSheGkvY2VydGlmaWNhdGYz L2NybC91ema6bXIuOmljcDp]YTptY2M6bWNWLW1kemVnMHe GCCsGAQUFBWEBBGswaTBnBggrBgEFBQewAYZbaHROcDOVL2FwaS5tYXIpdGltZWNvbm51Y3RpdmleeS5uZXQve
DUWOS9hcGkvY2VydGlmaWNhdGVzL29jc3AvdXIuOmlybjptY3A6Y2EEbWNFOm1jcClpZHI1ZzAKBggqhkjOPQQDAWNOADBLAEA20SX2ACE6NNYbkOOUgNiqutQPm23aBUjpZolUswsYM2kutrrN+q3Ujq/kNYP630oXBAjBfa7Rhnkg2i
9LLsVel7vB9oM+XdoLSGSbpizgeqHdKtR+vUyQriWeRAESVP/hBwevU=","digitalSignature": "366462303557780C131B5DO4E82E84B2662859369F CAA8873061F7D6052361855964F47FCE6EOABCA727CEF6AFEL2FD5769
646386144963509682229AF FA5B96276E78E52AD576AD6CB6633EEBAAACB424"}, "compressionFlag" : false}, "ackRequest™:0]]
responseText"”:"Get Request of NWs returned 18 results with the following filters: dataReference=null, cont®
ype=null, productVersion=null, geometry=null, page=1, pageSize=1@, max pageSize is 100"}

Figure 2.2

2.2.8 pageSize

https://s124.ccg-gcc.gc.ca/api/secom/vl/object?pageSize=10&page=1

The pageSize parameter can be used to get the results output as a page among pages.
The pageSize default value is 2000 and is implied when the parameter page is used.


https://s124.ccg-gcc.gc.ca/api/secom/v1/object?pageSize=10&page=1
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2.3 How TO CONVERT THE GET DETAILED RESPONSE

As explained in section 2.1, the content of the ‘data’ field is encoded in base 64.

When containerType=1 (S-100 Exchange set), you must follow the following steps to convert
the result in a human readable text:

1) Copy the content (it is base64 encoded text) from the ‘data’ field. Omit the enclosing “

Inpression élégante ()

F: BLL\QIUABQACAgIAOt+41q ]SLv?rAuAAEQxAAB FABTAAMAAAAANAABEF ARBTLTE chBFaGNuWSuZSBTZvaU- FWMFOSTOOUL 1MEMTTOLORBVEFTRVRERKIMRVMVMTT BQQEqufMJUJMmyM(SHTUxudQAAQJVWSBAAAAAAAMABQSuECF AAUAAgI CADrfu MaxpclBMQGAAA+HQAARQAS A
BMSwAAUY@xMjQgRXh jaGFuZ 2UgU2VeL 1MxMDB fUk9PVCITLTEyNCOEQVRBUBVUX®Z ITEVT L zEyNENBMDF DXz EyMDRMjUuR61MbnUOANHWF zKkgQAAAAAAMAAAUE sBAhQAF AAICAgA637 W Z00t 21BQAARB CAAEUAEGAAAAAAAAANAAAAT VIAAFMEMT I@TEVAY 2hhbmd 1 TFN1dC|

TMTAMXU PTleUyﬂxMJQvREFUQVN FVF9GSUxFUy8xMjRDQTAXQ18zMzk1Xz IOLkdNTG51DgDR1hcypI EAAAAAAAAAAFBL AQTUABQACAETAOt+41q/ oekopAUAAEQXAABFABTAAAAAAAAAAAAAA L 9YAABT L TEYNCBFeGNoYWSnZSBTZXQvUzEwMF9 STOIUL1MEMTIO LORBVE! FTRVRFRklMRVMvMTI

QOEWMUNfMzMAM18yNC SHTUxudQ4A9 IgSBAAAAAAAAAABQSWECFAAUAAE ICADrfuNaL@2XvGAFAABE FAAARQASAAAAAAAAAAAAAADOXgAAUy@xM ]QgKXh] aGFuZ2! UgUZVGL 1MxMDBfUK9PVCITLTEyNCOEQVRBUGVUXOZ JTEVT Lz EyNENBMDFDXzEOMzF fMjQuRO1IMbnUOANHWF zKkgQAA

false, "protectionScheme”: "SECOM", "digitalSignatureReference” digitalSignatureValue”
{"publicRootCertificateThumbprint”: "6aef15640d55dd694c1f6al21ad17cabef7d258b" , "publicCertificate"” : "NIID+3CCAACgAW TBAGTUAAG+bDm2b] /5p5yWCeFBeSQ2KUMCEY TKoZ Tz j@EAuMug cuxLDABgo Iki aJk/ IsZAEBDBxL cmd 6bX JuOm1 3 <Dp3 YTpt Y 2ME bl
TiccmVaQs CQYDVQQGEwJE S2EQUAJGAIUECAWHRGVUbHFy a2 E THBEGATUEB K Q25WZWS0YH b3 EMMAGATUE CenDTUNGMQunCe YDVGQL DANNQLAXH ACBIVBAMKHFUIDUCB 1ZGVudG LeSBSZHidp c 3Ry eTE sMCoGCSqGS Tb3DQEI ARYdahiSmbOBLYXIpdGLt ZitvbrS 1V3Rpdin1 deS5uZXQuth
NMJQuNTAYMTk@MD T1uh cNM§ YwlTAYMTKOMD T 1§ CBwTELMAKGALUEBRMCQOEXTI ybjptet 7 2ptY2MEY2NAMRUWEWYDVQQLDAXvemdhbmlEYXRpb24xHT ENhbmFkalWFuTENVYXNOIEd1YXIkMScwlQYKCZ ImiZPyL GQBAQuXdXJuOmlybyptY3A6b3]
mlezijZ(xMTAngkqhk1GQwBBCQEWIm1h(anh1EyaWNDYXZIkLWNlcmRhQGRmhylt(GBuZZMuYZEdeAQBg(qhk]OPQIBBgUrgQQAIgNlAAQSJRNd+BSZEugEt:|waIFstr]CZJGW1D|n+(03anerEpD1wRWulddel-FFpanVzGllepLbxlwlwlxisS}SAlpRSLkY/CsTgV]Il71dfzkf
3Jv5Fer0s)ZpzhPqfT+jgeE qMIIBIj AFBgNVHSMEGDANEBQFD1 viBmA3BySQeVOYTVuuXpDQGAdBENVHQAE FEQULOVhaj SK1AXSqLwF P2kudp93rC YwawYDVRE FBGQUY BgoF 6gX IZaaHRO DoV L 2F waS5tYXIpdGLEZWNY bmS 1Y3R pdm1 @S 5uZXQv eDUw0SOhcG kY 2Vy dGlmalNhdGV zL2Nyb
91cm46bXIu0mLI<Dp3YTpt Y2M6bINWLWLkemVnMHCGCCsGAQUFBEBBGSWaTBnBggrBgE FBQcwAYZbaHROC Dov L 2FwaS5 tYX JpdGLEZWNy bmS 1Y3R pdm10eS 5uZXQv eDUnOSIhcGkvY2VydGLmakiNhdGVz L 293 c3AvdXIuOmlybjpt Y3A6Y2E 6bWNIOml jc C1pZHI 12zAKBg gahk jOPQQDANNOAD
1AJEA20SX2ACENNYbk0OUgniqutQPm23aBUjpZoIUSwsYM2kutrrN+q3Ujq/kNYPE30XBA Bfa7Rhinkg2i9L LsVel7vBIoM+Xdol SGSbpi zgeqHAK tR+vUyQriw@RAE SuP / hBuevU=" "dlgltalSlgnatur‘e :""3066023100919FB59C27AEF44F95D667 FOFDAAS22BF2E6DC51A51C8AEBOE2
ADF8B@DA29BOBEC651F 3EDA323A0EDFD3678769E778F023100D7BA68D597441DE18A36202ABE 7950264 F81962DECD3BAADCS8CB63F062DABF477B7ADASIE2C6CCBEID3FEC3D7CAIDFI" }, " compressionFlag" : false}, "ackRequest™:0}], "pagination' ull,"responseTe
t":"Get Request of NWs returned 1 results with the following filters: dataReference=null, containerType=S100_ExchangeSet , validFrom=null, validTo=null, dataProductType=null, productVersion=2.8.0, geometry=POLYGON((-70.6
47.2, -70.6 45.4, -73.6 45.4, -73.6 47.2, -70.6 47.2)), page=null, pageSize=null, max pageSize is 1000"}

Figure 2.3

2) Paste the base64 encoded text in the text box from the following web site (or any tool
that can convert base64 text content into a file). For example:
https://base64.guru/converter/decode/file and click on the “Decode Base64 to File”
button. Click on the application.zip link to download the .zip containing the S-100
Exchange set. See figure 2.4.



https://base64.guru/converter/decode/file
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« > C M base64.guru/converter/decode/file B a4 & % 3} @) Confirmer votre identité :

gg M Gmail @& YouTube ” Maps * PWGSC-TPSGC 219.. F~ S57 - Electronic Nav... 9_; Digital Incubator —... & Maritime Connectivi... [ WAGO MCS Mini C... 5 3 Tous les favor

r

!  Base64 to File

Decode Base64 to file using the free online decoder, which allows you to preview files directly in the browser, as well as

download them, get the hex dump for any binary data, and get summary information about the original file. Please note
Sta rt that the preview is available only for textual values and known media files such as images, sounds, and videos. In any case,

you can always convert Base64 to binary and download the result as file, regardless of its MIME type. If you are looking for
the reverse process, check File to Base64.

Base64* copy dlear download
3 St . 1 CI k UE SDBBQACAZIAE0J410AAAAAARAAAAAAAAATABIAUYOXMQgRXhjaGFuZ2UgU2VeL 251DgDz+X/ 07 UEAAAAAAAAAAAMAUE SHCAAAAAACAAAAAAAAAFBLAWQUAAEICABDi e -~
eps IC NaAAAAAAAAAAAAAAAAHQASAFMEMTIOTEVAY2hhbmd 1TFN1dCSTMTAWX1IPT1QvbnUOAPP 5T+] tQQAAAAAAAAAAAWBQSWC IAAAAAATAAAAAAAAAUE SDBBQACAZTAEOT410A .
The Button 2 Star AAAAAAAAAAAAAAATABIAUYOXMQgRXh jaGFuZ2Ugu2veL1MxMDBFUKOPVCOTLTEYNCOUdQ4AS/ 1/601BAAAAAAAAAAADAF BLBWEZAAAAAAEAAAAAAAABQSWMEF AALCAGAQA
njWgAAAAAAAAAAAAAAADEAE gBTLTEYNCBFeGNOYW5NZSBTZXQvUz EwMFSSTAOULIMEMTIBLORBYEF TRVRFRKIMRVMY bnUOAP PS5+ tQQAAAAAAAAAAAWBQSWC TAAAAAATA
v
AAAAAAAAAAAAAAAI
DOWnload 3 Ins-ta I AAAAAAAAUESDBQACAgIAEO]AlD BFABIAUyBxM]QgRXhJaGFuZZUgUZVaLlMxMDBFUkQPVCQTLTyNCgEQVRBUVUXBZJTEVTLzEyNENBMDFDXZMZOT

The Product

Decode Base64 to File

Get Fast! .

Preview
Your browser cannot display the file as “application/zip”.
File Info
* MIME type: application/zip

Download * Extension: zip

Sizem00 50 KB
e Download: application.zip |
{ CEEEEEEEEE—— )

Figure 2.4

1) If the containerType parameter is not used, or is set to 0, you’ll get individual S-124
NAVWARN records.
To convert them, follow these steps: For each ‘data’ field, copy and paste its value.
See figure 2.5.

Inpression élégante ()

{"dataResponseObject”:
| R EL NP DO bk dmVy c21vb j@IMSAwI iB1bmNvZG1uZz03iVVRGL Tgi THNOYWSkYUxvbmU9 Inllcy I/Pgo8UzEyNDp EYXRhc 2VOTHhtbG520mS5 zMj@1aHROc Dovl 3d 3dy5veGVuZ 2171 m51dCOnblwi IHht bG520md +hD@1 aHRAcDovL 3d 3dy5veGVuZ 217 LmS 1dCInbliwviMy Ay T1BAblxucz|
TMTIBPS]odHRHOJ Bvd3d. 3Lm1C\bySpthvUzEyNCByL]ALIHhtbG SZOIMXI‘DA9IthdHA6Ly53d 3cuawhvimludC9zMTAWZ 2151 zZUuMCIgeG1sbnM6eHNpPSJodHRwO18vd3d3LnczLmIyZyByMDAXL1hNTFNjaGVtYSIgeGls| bnf‘ﬁeﬁxphms‘? T thdHAGLy93d )(udzMuhBJ nLzESOTkveGxpbms|

TAWORRAAG F2ZXRUaXR s ZT5BabiRz THRv TEShelmL n¥XRpb 248L LMxMDAGZGFOVXNLdFRpdGxLPgo g TCAZT CAE IDXTHT AwOmRhdGF 2 ZXRSZWZ LcVuY 2VEYXRLP T UMD EMDESL 1MxMDAGZGF OYXNLAF JL ZnVy ZWS ZURhdGU+C iAgT CAGTCAGPFMXMDAGZGF OYXNL Exhbrd 1YWALPmVuZ 2wl
EuMDPYXRhC2VOTGFUZ3VhZ2U+Ci AgTCAELICAEP FMXMDAGZGFOYXNLAEF ic3Ry YWNOP1R0ZSBhYnNecmF jdCBvZ i BeaGUEZGFOYXN1dDwvUzEwMDpkYXRhc2VBQWI zdHI hY3Q+CiAgICAZICAEPFMXMDAGZGFOYXN1AFRvcG1 jQ2FBZWdvCnk-+b2N1YWSZPCITMT AwOmRhdGF 2ZXRUb3BpYeNhdg|
Inb315Pgog ICAZTCAGIDXTMTAWOMRhAGF 2ZXRQdXJwb3N1PmIhe 2UBL 1MxMDAG ZGFBYXN1 dFB1c nBue 2U+CiAgICAZICAZPFMsMDAGAXBKYXR1TnVEYmVyPABL IMxMDA6AXBKYXR1TnV+ YmVyPgogICAGPCOTMTAOKRhdGF zZXRIZGVudG1maWNhdG1vbk 1uZmSy bWF 0aWouPgog ICAgPFMxM Q)
bVt YmVy c 24K ICAgICAgICABUZEyNDpOYXZ3YX JuUHI 1YWL ibGUgZ2150ml kPSIDQOcUUZEYNC SDQTAX L kMUMTg1MidyNSawI j4K ICAE ICAZICAZICAEPFMxM Q6YWZmZWNOZWRDaGFy dFB1YmxpY2F @ak9ucz4KICAZI CAgICAZICAET CAZTDXTMTIO0mNOYX.

[1Y3R1ZENGYXIGUHV: bG13 YXRpb252Pgog ICAGT CAGTCAETCABUZ EyNDpnZWS 1cmF sQXJ 1YTAKT CAGTCAGTCAGTCAGT CAGTDXTHT L@0mvY 2F@aWouTmF 7T KT CAgTCAGTCARTCAGTCAGT CATCABUZE yNDpSYWSndWFnZT5 1bmeBLIMMIQEbGFUZ3Vh7Z2U+CiAgICAGTCAT CAGTCAGTCAGTCA)
PFMxMjQ6dGVAdDS CZWF1cGIydCBAbyBMIBLzbGULYXVALUNvAWRy ZXMBL 1MxMjQ6dGVAdDAKICAZICAE I CAET CAE I CAE 1 DwvUz EyNDpsb2NhdGlvbkShbiU+Ci AT CA ICAZ ICAETDwvizEy NDpnZW51 cmF sQX J1YTAKI CAsICAETCAET CAEP FMxMjQ6b69 3 YixpdHk+CiAgICAZICAZ ICAZICAE]
CABUZEyNDpsb2NhdGLybkShbU+CiAgTCAg ICAg TCAETCAZICAE ICAGP FMxMjQ6bGFUZ3VhZ 2U+ZW5nP CITMT I00mxhbmd1YWd1Pgog ICAZICAZICATCAZICAE TCAE TDXTMTIO0NR 1 eHQ+wd5 sZSBK] 09y bMOpYWSzPCSTMTI0NR 1eHQ+CiAgICAETCAZ ICAICAEICABL 1MxMiQEbGIYXRpb)
50YW11PgogT CAgI CAZTCAZTCABL 1MxMQ6bGI; YxpdHic+CiAgI CAZICAEI CAE IDXTMTI00m11 c3NhZ2VTZXIpZXNIZGVudGlmah\VyPgogICAET CAZTCAE I CAE TCAGP FMxMj Q6 YWd 1bmN5UmY z cG9uc2 11 bGVGE3IQcmIkdNaWIuPkNhbmF kaWFuIENYYXNOIE1YXIkPCITMTIOONFnZW5 jeV]

[2U+Ci AgTCAGICAZTCASTCASTCAT CAEPF MxMIQ6dGVAdDSVbmxp dDwvliz EyNDp@ZXh@PgogICAI CAST CAGTCAZ ICAGPCOTMTIOOM] uZndy bWF 0ah9uPgogTCAETCAE TCAGICABL 1MxMj Q6d2F ybm1uZ 01 uZnOybF@aWSuPgog ICAETCAZTCAGICABUZEY NDpoZWFKZX I geGxpbms6aHI 17304 ]]
INDRy 5 TMTTOL kNBMDEUQy4xO0DUyL FT1LjALL z4KICAgICAZICAEICAPFMXMIQ6Z2VvbWVecnk+CiAgICAZICAgICAGICAZICABUZ EwMDpub2 1udFByb3B1cnRSPEog ICAZICAEICAGICAZICAE ICAZTDXTMTAwOLByalW58TGd thDppzZDe1 QONHL 1MxMj QuQBEWMSSDL } EANT TuMjUubGI3 YXRpb2)
uUMS Tgc37 2 TmF £2T01aHROCHMGLY93d3cub3B1bmdpcySuZXQuZGVmL 2Ny cy9FUFNHL zAVNDMyNi Tge 3] zRG1E ZW5 zaWouPS Ty T 4KICAGI CAGTCAG ICAGICAG ICAGICAGICAgPGAtbDpwb3Mge 31z TmF £2T01aHROCHM6 Ly93d3 cub3B1bmdp cy5uZXQuZGVmL 2Ny cyd FUFNHL zAVNDMyNiTge 3]
6 17052aW9UPSTy 340Ny dubijiMy Mz TgLTcwl C3NZEzNzwvZ21 50nBvC Z4KICAZLCAG TCAG TCATCAG TCAG TCABLIMXHDAGUGI Db+ Ci AR TCAZTCAR TCAETCAGICASL 114xMDAGCGIpbnROCmIWZXJ0eTAKICAG ICAEL CAGTCAGPCOTHT 100md1b211dH] 5P gog ICARTCAG TDwyUzEY NDDOYXZ3
{"dataProtection”:false,"p ECOM","digitalSignatureReference”: "ecdsa-384-sha2”, "digitalSignatureValue”:

{"publicRootCertificateThunbprint”: "6aef15640d55dd694c1f6al2lad! 7cabef7d258b" , "publicCertificate” s "MITD+]CCAACEAWTBAETUGAR +hDm2b] /Sp5yHCeFBeSQ2KUUWCEYTK 07 T2 50 EAnbhigcux DAqBgoTki alk,/ TsZAEBDBx1 cmd6bXIuOml cDp3 YTptY2MEbiiL
TkemVnkQsuCQYDVQQGEW] ESZEQMAAGATUECAWHRGVUbIF yazE TMBEGATUEBKQ29wZWS 0YWd 1 bj EMMAOGATUEC gwDTUNQHQuWC g YDVQQLDANNQLAXH ] ACBENVBAMMFU1DUCBI ZGVudG 10eSBS ZWdpe 3Rye TESMCOGCS gGSTb3DQEJARY dasmb@BtYXIpdG1t ZWhvbmS LY 3Rpdml@es suzXQuidh
M3 QuNTAYMTKOMDT LWhcNM Yl T AyMTkMDI 1Wj CBWTE LMAKGALUEBMCQOEX TDABENVBAGHF 3Vybjpt cmdGbWNWOmOy ZzptY 2M6Y 2NnMRUWEWYDVQQLDAXvcmdhbm 1 6YXRpb 24xHT AbBENVBAMMFENhbmFkaWFuTENy YXNOIE d1YXIkMScwIQYKCZ ImiZPy L GOBAQuXdXJuOmlybjptY3A6b3]
Om1jYzp3Y2cxMTAvBgkghk iGSWBBCQEWINLhcnRpbiSyaWNoYXIkLWN1cmRhQGRmby 1t cGBuZ2MuY 2Ewd jAQBgC ahkjOPQIBBEUrgQQATgNIAAQ3 IRUA +BS 2Eug6t JwF X IFxbsrICZIGWLDm+Co3domrxYEpD1WRVYu1d4Dy2+TpDnfVzG11ZxpLbx@M2x35535A1pRSLKY/CsTgY I T171df zkf
Jv5Fer0s1ZpzWPqfT+jggE MIIBI AfBENVHSMEGDANgBQD1v i BmA3By 3QeVOY TVuuXpDQGIAdBENVHQAEFgQULoVha ] SK1AXS qLwF P 2kudp9 3 rCYwanYDVROTBGQuY BgoF 6gXIZaaHRACDovL 2Fwa S5t YX] pdG 1t ZhNvbmS 1Y3Rpdml 0eS5uZXQveDUOSIhcGhyY 2VydG LmahiNhdGVaL 2Nyb
91cmA6bXIuOm1 cDpFYTptY2MEbiNLWLkcmVniHCGCC sGAQUF BWEBBG swaTBnBggrBgE FBQewAY ZbaH RﬂcDovLZFwaSStYXJpdGltZlMvamSlY}demlBESSuZvasDLIM)SSh(GkaZVdelmaWthGVZLZSj C3AvdXIuOm1ybjptY3A6Y2E6bNNONLjcC1pZHI1ZzAKBEEqhkjOPQQDAWNOAD
1AEA20SX2ACEnNybk0OUgniqutQPm23aBUjpZoIUSws YM2kutrri+q3Ujq/kNYP630XBAjBFfa7Rhnkg 21 9L L sVel7vBIoM+XdoL SGSbpi. UyQ hBuOVU=", "digitalSignature": "306402307126E35BE 30D7552762E 7 26 38E 34383F 2E26A56CEDI05 06520843
2D34283E9BZSBAFCB5D43D1315A89924(273D18936923BBSABEQSBSIABGFAFSSBFCB55]_A9A4FA724B540920m5178DA12F2872E7253{1BCBSDASQSAFIFDBDB7BF9782336C364E"),"cumpresslonFlag :false},"ackRequest”:@},

{"data" : " PDIAbWwgdmVyc 21vbj@iMSawTi BlbmivZGluZzOiVVRGL Tgi THNOYWSKYWxvbmUIInlLeyT /Pgos8Uz EyNDpE YXRhe 2VOTHItbG520m52Mj@1aHROE DovL 3d3dySveGVuz2 12 Lms 1dCanblivi THhtbG5z0mdt bDO1 aHROEDovL 3d3dySveGVuZ2 1z LS 1dConbiwwviy 4y IiBAbxuc zp
MTI6PSJodHRWO18vd3d3Lmloby5pbnQvUzEyNC8yL jA1 THhtDGS ZOLMXMDAS Tmh@dHAG LyS3d3 cualihy LmludCzMTAwz 215LzUuMCT, b iNpPSTodHRWO1 nczLmdyZy8yMDAxL1hNTFNIaGVtYSTgeGlsbnM6eGxpbmsoImh@dHAG Ly93d3 cudzMub3 InL zE50TkveGxpbmsi
GeltbDppZDOiQeNHLLMxMjQUQBEWMSSDL  EAMTAUMjUiP gog ICAgPGAtbDpib3VuZGVkQnk+CiAgICAGT CAGPGAt bDpFbnZ1bGowZSBZcnNOYI11PS JodHRwc zovL 3d3dySvcGVuZ21z Lms 1dCOkZYvY3]2LOVQUBEVMC8BMz 12 TiBzcnNEaW1 1bnNpb 2491311 PgogT CAGTCAGICAGICABZ2150

Figure 2.5
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2) Copy and paste the base64 encoded text in the text box from the following web site
(or a tool that can convert base64 text content into a file)
https://www.base64decode.org/ and click on the “Decode” button.

The converted result will be displayed in the second text box. See figure 2.6.

Decode from Base64 format + Bonus tip: Bookmark us!

Simply enter your data then push the decode button.

PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZ GluZz0iVVRGLTgilHNOYWSkYWxvbmUSInlicyl/Pgo8UzEyNDpEYXRhc2V0 l
IHhtbG5z0m5zMj0iaHROcDovL3d3dy5sveGVuZ21zL mSIdCInbWwilHhtbG5zOmdtbDOiaHROcDovL 3d3dy5veGVuzZ2lzL
m5IdCOnbWwvMy4yliB4bWxuczpTMTIOPSJodHRwOIi8vd3d3L mloby5pbnQvUzEyNC8yLjAilHhtbG5zOIMxMDASImhO
dHAB6Ly93d3cuaWhvL mludC8zMTAWZ2 1sL zUuMClgeG1sbnMBeHNpPSJodHRwQiBvd3d3LnczLm8yZyByMDAXL 1hN
TFNjaGVtYSigeG1sbnM6eGxpbms9imh0dHAGLY93d 3cudzMub3JnLzESOTkveGxpbmsilGdtbDppZDOiQONHLIMxM)
QUOOEWMSSDLEANTIUM{UIPgogICAGPGdtbDpib3VuZGVkQnk+CiAgICAGICAgPGAtbDpFbnZIbGawZSBzenNO YW1
IPSJodHRwezovL 3d3dySveGVUZ2zL mSIdCOkZWYYY 3JzLOVQUOevMC80MzI21iBzenNEaW1IbnNpb249ljliPgogI CAgl
CAgICAgICABZ21s0mxvd2VyQ29ybmVyPjQ3LjAXNDg50SANZAUNZg 1NDewPCOnbWwEbGI3ZXJDb3JuZXI+CiAgl
CAgICAGICAGIDXnbWwEdXBWZXJDb3JuZXI+NDcuMDMxNTY2ICO03MC43Njg4MDM8L2dtbDp1cHBIckNvem5IicidKIC
AgICAgICABL 2dtbDpFbnZIbGOwZT4KICAgIDwvZ21sOmJvdW5kZWRCeT4KICAgIDxTMTAWOKRhAGFzZXRJZGVud
GlmaWNhdGIvbkluZm9ybWF0aW9uPgogICAgICAgIDXTMTAWOMVuY29kaWsnU3BIY2ImaWNhdGIvbjSTLTEWMCB
QYXJOIDEWYjwvUzEwMDplbmNvZGluZ1NwZWNpZmijY XRpb24+CiAgICAgICAgPFMxMDABZWSjb2Rpbmd TcGVia

@ For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.

UTF-8 ~ Source character sel.
Decode each line separately (useful for when you have multiple enfries).

@ _Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

Decodes your data into the area below.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<85124:Dataset xmins:ns2="http://www.opengis.net/gml" xmins:gml="http://www.opengis.net/gmi/3.2" xmins:S124="htt
pr/iwww.iho.int/S124/2.0" xmins:S100="http://www.iho.int/s100gml/5.0" xmins:xsi="http://www.w3.0rg/2001/XMLSche
ma" xmins:xlink="http://www.w3.0rg/1999/xlink" gml:id="CCG.S124.CA01.C.1852.25">

<gml:boundedBy> 83 Privacy

Figure 2.6

2.4 GET SUMMARY REQUEST

The GET Summary request returns the list of the current active S-124 NAVWARNSs. The URL for
the GET Summary request is https://s124.ccg-gcc.gc.ca/api/secom/vl/object/summary .

The fields returned by the GET Summary request are described below :


https://www.base64decode.org/
https://s124.ccg-gcc.gc.ca/api/secom/v1/object/summary
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&« C [ 25 s124.ccg-gcc.ge.ca/api/secom/vi/object/summary?pageSize=20 & Q %
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Impression élégante

{
"summaryObject": [

dataReference™: "00000000-000-0000-0000-000080172455",
"dataProtection”: false,

"dataCompression”: false,

"containerType":
"dataProductType": "$124",

"info_identifier": "NW-C-2153-25",

"info_name": "Offshore Works",

"info_status": "PUBLISHED",

"info_description”: "Service barge Silt King at 42 51.252N 879 31.816W and will be flaring natural gas periodically.\nStay clear.",
"info_lastModifiedDate": "20250718T1234257",

"info_productVersion": "1.5.8",

“info size": 6414

"dataReference": 172447",
"dataProtection”: false,

"dataCompression”: false,

"containerType": @,

"dataProductType": "$124",

"info_identifier": "NW-C-2150-25",

"info_name": "Aids to Navigation",

"info_status": "PUBLISHED",

"info_description”: "Unreliable, reduced intensity and improper characteristics.”,
"info_lastModifiedDate": "20250718T0212247",

"info_productVersion": "1.5.8",

"info_size": 5278

Figure 2.7

2.4.1 dataReference

The dataReference value can be used with the dataReference parameter in the GET Detailed
request, to retrieve a specific S-124 NAVWARN.

2.4.2 info_identifier
The info_identifier field is associated with the S-124 NAVWARN series identifier.

2.4.3 Info_name

The info_name field is associated with the S-124 NAVWARN title.

2.4.4 info_status
The info_status field is associated with the status of the S-124 NAVWARN.

2.4.5 info_description

The info_description field is associated with the description of the S-124 NAVWARN.
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2.4.6 info_productVersion

The info_productVersion is associated with the version of the S-124 product specification
standard.
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Section 3 Signature Validation

3.1 VALIDATION OF THE S-100 EXCHANGE SET SIGNATURES

To validate the signature associated with a given S124 .gml file contained in a S-100 exchange,
you have to follow these steps (Step 2 and step 3 are for intermediate/advanced users, we
suggest to directly go to step 4 if you are not a developer or an experienced user):

1) extract the certificate from the catalog.xml file first. To do it, you have to copy the
certificate value contained in the “<certificate>” tag (see figure 3.1).

<ns6:MD_CharacterSetCode codeList="http://www.iana.org/assignments/character-sets" codelListValue="UTF-8">UTF-8</ns6:MD_CharacterSetCode>
</ns6:characterEncoding>
</ns6:PT_Locale>
</ns2:defaultlocale>
v<ns2:exchangeCatalogueDescription>
<ns3:CharacterString>S124 Exchange Set of active canadian NAVWARNs</ns3:CharacterString>
</ns2:exchangeCatalogueDescription>
v<ns2:exchangeCatalogueComment>
<ns3:CharacterString/>
</ns2:exchangeCatalogueComment>
v<ns2:certificates>
<schemeAdministrator id="Canadian Coast Guard"/>
<certificate id="cersccgl24" issuer="1.2.840.113549.1.9.1=#161d 4864617269 36F 37469766974792e6€6574,CN=MCP Identity

givtrys 7O=MEPE=Eopenhagen; E=Bi imemimcotesimes e
idreg">TU1:IRthQ9NBNENnQXd:IQkFnSWkQTArYkRtMmJKLszNXlXQZVGQmVTUTJLWVBQZdZSUtvwklsajBFQXdeZdjchMREFmedemtpVUprLelzkaFQkRCeDFjbTQZVlthUBtM\ijRHBqWVRwdFkyTTZiVeSBT1

certificatey

</ns2:certificates>
<ns2:dataServerlIdentifier>https://s124.ccg-gcc.gc.ca</ns2:dataServerIdentifier>
v<ns2:datasetDiscoveryMetadata>
v<ns2:5180_DatasetDiscoveryMetadata>
<ns2:fileName>file:/124CA@1C_2446_25.GML</ns2:fileName>
v<ns2:description>
<ns3:CharacterString>Montréal to Trois-Riviéres - Montreal to Sorel</ns3:CharacterString>
</ns2:description>
<ns2:datasetID>urn:mrn:ccg:s124:CA01:C.2446.25</ns2:datasetID>
<ns2:compressionFlag>false</ns2:compressionflag>
<ns2:dataProtection>false</ns2:dataProtection>
<ns2:protectionScheme>5100p15</ns2:protectionScheme>
<ns2:digitalSignatureReference>ECDSA-384-SHA2</ns2:digitalSignatureReference>
v<ns2:digitalSignatureValue>
<5100_SE_DigitalSignature id="file:/124CA@1C_2446_25.GML"
certificateRef="cersccgl24" >MGQCMGESOTpm2ICHAOOPQtZTCqqL4ZRq8I IF7SBCcBora3DB8aok ftDG17Q5NXcnhCSQdg IwNIKp/ jxFs 2tqaEYXk6510e/VIBroalfmIF 7wBkM/ZsPy9cMmbT91b8Xy X 2wHuMg< )
</ns2:digitalSignaturevValue>
<ns2:copyright>true</ns2:copyright>
v<ns2:classification>
<ns14:MD_ClassificationCode codelList="https://standards.iso.org/iso/19115/resources/Codelists/cat/codelists.xml"
codeListValue="1">unclassified</ns14:MD_ClassificationCode>
</ns2:classification>

Figure 3.1

2) (Optional) Decode the certificate value because the certificate value in the catalog.xml is
encoded in Base64. The 2 following options can be used:

a) with the following online tool https://www.base64decode.org/ :



https://www.base64decode.org/
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€ C % basebddecodeorg w* @

P . . ) %

BASE64

Decode and Encode | B Encode

B8 Language. English Espafiol Porugués Frangais Deulsch X B0 Pycod 230f
D0 you have to deal with Base4 format? Then this site is perfect for you! Use our super handy oniine tool to encode or decode your data.

Decode from Base64 format & Bonus tip: Bookmark us!

Simply enter your data then push the decode button
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2dF el QnkEUWVWT 11UVAV*

RVAOSTOWRRZWTIWeWRHbG 1h050ZEdWekwy TnliQzkxY200NmJY SaVPHTF Y ORwallUcHRZMK02 TUKRONDOJBUVVGQndFQkJHc3dh

@ For encoded binaries (Ike mages. documents etc ) use the fie pload form 3 ite further down on tis page

uTF8 v Source cnaracter set

Decode each en you i

@ Livemade OFF  Decodes in reak-time as you type or paste (supports only the UTF-8 character sef).

I s Rl ecodes your atainto the area below.

KYICSTQYJI171dfzkdhj Zp2NPqf

Figure 3.2

b) Use a base 64 decoding tool from a programming language (Base64.getDecoder() in
Java for example):

Figure 3.3

3) (Optional) With the decoded certificate value, extract the public key from the certificate.
The two following options can be used:

a) Putthe decoded certificate value in a file named ccg_certificate.pem and surround it
by -----BEGIN CERTIFICATE----- and -----END CERTIFICATE-----

cOHBRGR DRI e Ny 2% EE 1 -FOoRN0ls o BE0EE
5 |Brews  |Becacepionnn  [@ocedie  |Bldocecomposeym  |Blev |Bvockedic  |Brepication clonesh  [Blnews  [Eloesn [Blnewt [Brewiz B 2acama oo 356M | v
ATE-----

Drm2b3/ SpEyWE ¥TRo2L LOAqBgeTit alke/ TsZAEBDEx Ju0ml3eDps¥Tpe L ke nM e Q¥ IVOUGEWIE S 2E QMAS SR TEE) TMEEGR1UE! 1 b EMMAO A U Cqu D TUNQMGneC g YDVGQL I

Figure 3.4

Execute the following openssl command in WSL (Linux environment in Windows) or
inaLlinux terminal:

openssl x509 -pubkey -noout -in ccg_certificate.pem > ec-secp384-rl1-pub-key-
extracted.pem (see figure 3.5)
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That command will create the file ec-secp384-r1-pub-key-extracted.pem containing
the public key (see figure 3.6).

EXN richardem@QLABDEVWEOE: ~ = O X

(589 -pubkey -noout -in ccg_certificate.pem > ec-secp384-rl-pub-key racted.pemg

Figure 3.5
: [=] - : =] ] =] -] ["] =]
Figure 3.6

b) Use a programming language (like Java with the java.security library in the following
example) to load the decoded certificate and extract the public key.

dCertificateValue.getBytes());

= keyFactory.generatePublic(publicSy

Figure 3.7
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4) Validate the signature with the public key and the signature value. To validate the
signature, you can use an online tool (option a) or a programming language like Java
(option b).

a) If you have skipped step 2 and step 3, copy the public key extracted from the CCG
public certificate (the content of the whole following text).

MHYWEAYHKo0ZIzjOCAQYFK4EEACIDYEAENYUVUPgUthLoOrY8BcSBcVrKyQmSRIpQ,
5vnKN3aFg8WBKQI9cEVWLtXeA79vk6Q531cxtdWcaS28dDFtsd70d+QJaUeS5GPwr
E4GCSNe9XX85H4Y7+RXqzrCWaclj6n0/

Go to the following web site https://emn178.github.io/online-tools/ecdsa/verify/
and select ECDSA->Verify Signature
i) Select UTF-8 for the Input Encoding (see figure 3.8);

ii) Add the content of the file for which you want to validate the signature in the
Input text area (see figure 3.8). In this example, we take the textual content of the
file 124CA01C_2446_25.GML (see figure 3.9);

iii) Select SECG secp384r1 / X9.63 ansip384rl / NIST P-384 for the Curve option (see
figure 3.8);

iv) Select SHA384 for the Signature Algorithm (see figure 3.8);

v) Select Pem Text for the Public Key Type (see figure 3.10);

vi) Add the Public Key content (surrounded by ----- BEGIN PUBLIC KEY-----

and ----- END PUBLIC KEY-----) in the Public Key Data text area (see figure 3.10);
vii) Select Baseb64 for the Signature Type (see figure 3.11);

viii) Add the content of the “<s100 SE DigitalSignature>" tag associated with
the file signature to validate (124CA01C_2446_25.GML in this example, see figure
3.12) in the Signature Data text area (see figure 3.11);

ix) Click on verify button (see figure 3.8).


https://emn178.github.io/online-tools/ecdsa/verify/
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&« 2> C @ 2 emn178github.io/online-tools/ecdsa/verify/ B ® W in} ®
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Cryptography
ECDSA Verify Signature
AES
This online tool helps you verify signatures using ECDSA. It supports various curves and signature algorithms.
DES v . A
Settings Input v
Triple DES v <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
RC4 v xmlns:S124="http://www.iho.int/s124/gml/2.0"
() Auto Update xmlns:510 http://www.iho.int/s100gml/5.0"
. P Emlns:xsi: ttp://www.w3.org/2001/¥MLSchema-instance"
ECDSA smlns:xlink="htep://www.w3.org/1985/%1ink" gml:id="CCG.S124 .CA0L.C.2446.25"
Key Generator () Remember Input xsi:schemaLocation="http://www.iho.int/s124/gml/2.0
- https://schemas.s100dev.net/schemas/S124/2.0.0/20250728/124_2.0.0.xsd">
Sign Message Input Encoding <gml :boundedBy>
. ) <gml :Envelope srsName="https://www.opengis.net/def/crs/EPSG/0/4326"
T .
Verify Signature UTF-8 - srshimensinn="2%>
A
QOutput
RSA M Curve v -
. SECG secp384r1 / X9.63 ansip384r1 / NIST P-384 .
Encoding N4 Vahd
Hex (Basel6) v Signature Algorithm
Error messag
SHA384
Base32 v v
Public Key “*
Base58 Type
Share Link v
Figure 3.8
|5 CAUsers\richardcm\Downloads\S-124 Exchange Set\S100_ROOT\S-124\DATASET FILES\124CA01C_2446_25.GML - Notepad++ - %
File Edit Search View Encoding language Settings Tools Macro Run Plugins Window ? + ¥ x
cHEHB GBI ukae ay 2% ERE =1 FINEAu EENEE
1= 124CA01C_2446_25.GML ﬂ-new?_ B‘. notes_next_steps.txt ﬂ|.s‘\28_s124_servioe_m(esm E!|.trialgeometly.\xt B‘- notes_secom_international_adoption txt ﬂl.sunddone,xml B‘- server.log Eil 1 ‘ ¥
1 <2xml version="1.0" encoding="UTF-8" standalone="yes"?> ~
2 [-]<s124:Dataset xmlns:gml="http://www.opengis.net/gml/3.2" xmlns:S124="http://www.iho.int/S124/gml/2.0" xmlns:5100="http://www.iho.int/s100
3 <gml:boundedBy>
4 = <gml:Envelope srsName="https://www.opengis.net/def/crs/EPSG/0/4326" srsDimension="2">
5 <gml:lowerCorner>45.597536 -73.507651</gml:lowerCorner>
6 <gml :upperCorner>46.049650 -73.109039</gml:upperCorner>

-~

o </gml:Envelope>

8 - </gml :boundedBy>

= <S100:DatasetIdentificationInformation>

<5100:encodingSpecification>8-100 Part 10b</S100:encodingSpecification>
<5100:encodingSpecificationEdition>1.0</S100:encodingSpecificationEdition3|
<§5100:productIdentifier>8$-124</5100:productIdentifier>
<8100:productEdition>2.0.0</5100:productEdition>
<5100:applicationProfile>Active NAVWARNs</S100:applicationProfile>
<Sl00:datasetFileldentifier>124CA01C 2446_25.GML</S100:datasetFileIdentifier>
<5100:datasetTitle>Recreational event - Kayak event</5100:datasetTitle>
<5100:datasetReferenceDate>2025-08-07</8100:datasetReferenceDate>
<8100:datasetLanguage>eng</5100:datasetLanguage>

<5100:datasetAbstract>The abstract of the dataset</Sl00:datasetAbstract>

20 <5100:datasetTopicCategory>oceans</5100:datasetTopicCategory>
21 <5100:datasetPurpose>base</5100:datasetPurpose>

22 <8100:updateNumber>0</5100:updateNumber>

23 s </8100:DatasetIdentificationInformation>

24 H <8124 :members>

25 <5124:NavwarnPreamble gml:id="CCG.S5124.CA01.C.2446.25.0">

<Sl24:affectedChartPublications>
<5124:chartAffected>
<5124:chartNumber>1350</5124 :chartNumber>
<8124:editionDate>2025-04-11</5124:editionDate>
</8124:chartAffected>
<5124:language>eng</S124; language>

Figure 3.9
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~— Public Key ™

Type

Pem Text v

4

MHYWEAYHKOZIzj0CAQYFK4EEACIDYgAENYUVUPgGUL
hLoOrY8BcSBCVrEyQmSR1pQ
S5vnEN3aFg8WBEQOcEVWLEXeRA79vke531lextdWcas
28dDFtsd70d+QJalUeS5GPwWr
E4GCSNe9XX85SH4YT+RXgzrCWacljéeno/

————— END PUBLIC EEY————-—

Figure 3.10

— Signature

Type

Baseb4 v

Data

MGQCMGEE 0TpmZ2 JCHACopQtZTCqqL4zRg0jIf7SBCclor
23DB8ackftDGl7Q5NXenhCSQdgIwNIER/ jxfs2tg4EYX

k65J0e/VJIBr041fmIFTw8kM/ Z5Py9cMmbT 91 b 8XyWE 2w
HuMg

Figure 3.11
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@] () (@ Fichier C:/Users/richardcm/Downloads/S-124%20Exchange%20Set/S100_ROOT/CATALOG. XML A 4 ] %] = 4 :

</ns2:exchangeCatalogueDescription>
v<ns2:exchangeCatalogueComment >
<ns3:CharacterString/> [ ]
</ns2:exchangeCatalogueComment>
v<ns2:certificatess
<schemeAdministrator id="Canadian Coast Guard"/>
<certificate id="cersccgl24" issuer="1.2.8498.113549.1.9.1=#161d696e666F406d617263974696d65636F6e6e65637469766974792e66574,CN=MCP Identity
Registry,OU=MCP,0=MCP, L=Copenhagen, ST=Denmark, C=DK,UID=urn:mrn:mcp: ca:mec :mcp-
idreg">TULIRCtQQ@NBNENNQXdIQkFRSVWKQTARYKRtMMIKL ZVWNX1XQ2VGQmVTUT ILVWV3Q2dZSUtvink 16a ] BFQXdNd2djd3hMREF xQmdvSmtpYUprLelzwkFFQkRCeDF jbTQ2Y1hK dUStMNp jRHBGWVRWdFky TTZIVeS3TF
</certificate>
</ns2:certificates>
<ns2:dataServerIdentifier>https://s124.ccg-gec.ge.ca</ns2:dataServerIdentifier>
v<ns2:datasetDiscoveryMetadata>
¥<ns2:518@_DatasetDiscoveryMetadata>
<ns2:fileName>file: /124CAG1C_2446_25.GML</ns2:fileName>
v<ns2:description>
<ns3:CharacterStringsMontréal to Trois-Rivieres - Montreal to Sorel</ns3:CharacterString>
</ns2:description>
<ns2:datasetID>urn:mrn:ccg:s124:CA01:C.2446.25¢/ns2 datasetID>
<ns2:compressionFlag>false</ns2:compressionFlag>
<ns2:dataProtection>false</ns2:dataProtection>
<ns2:protectionScheme>5180p15</ns2: protectionScheme>
<ns2:digitalSignatureReference>ECDSA-384-SHA2</ns2: digitalSignatureReference>
v<ns2:digitalSignaturevalue>
<510@_SE_DigitalSignature id="file:/124CARIC 2446 25.GML"
cert:Flcateﬁef:":erscca124”[MGQCMGEBeTpszCHADothZTquLdzRqBjIf7SBCcaoraSDESaokftDG17Q5MchhCSngIwNij/jxsttquVXkGSJOeIVJErad1fmIFTWEkM/ZsPyScMMstlbSXyWKZwHuMg{/
</ns2:digitalSignatureValue>
<ns2:copyright>true</ns2:copyright>
v<ns2:classification>
<ns14:MD_ClassificationCode codeList="https://standards.iso.org/iso/19115/resources/Codelists/cat/codelists.xml"
codelistValue="1">unclassified</ns14:MD_ClassificationCode>
</ns2:classification>
<ns2:purposesnewDataset</ns2:purposes
<ns2:notForNavigation>false</ns2:notForNavigation>
v<ns2:specificUsage>
v<ns16:MD_Usage>
v<nsl6:specificUsage>
<ns3:CharacterString>Navigation</ns3:CharacterString> -

Figure 3.12

b) In Java ,
i) Assign the signature value (figure 3.12) to the (String) signature variable;

ii) Assign the encoded certificate value (figure 3.1) to the (String)
encodedPublicCertificate variable;

iii) Assign the textual content (figure 3.9) of the file associated with the signature to
the (String) content variable;

iv) execute the following commands (use algorithm ‘SHA384WITHECDSA’):

byte[] decodedPublicCertificate = Base64.getDecoder().decode(encodedPublicCertificate);

byte[] publicCertificateValue = Base64.getDecoder().decode(decodedPublicCertificate);

X509Certificate certificate = (X509Certificate) CertificateFactory.getinstance( ).generateCertificate(new
ByteArraylnputStream(publicCertificateValue));

PublicKey publicKey = certificate.getPublicKey();

Signature ecdsaSignature = Signature.getinstance(

ecdsaSignature.initVerify(publicKey);

ecdsaSignature.update(content.getBytes());

boolean isValid = ecdsaSignature.verify(Base64.getDecoder().decode(signature.getBytes()));
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3.2 VALIDATION OF THE REQUEST RESPONSE SIGNATURES (IN THE
EXCHANGEMETADATA FIELD)

To validate the signature (see figure 3.13) from the exchangeMetadata associated with the
content of a given ‘data’ field (see figure 3.14), you have to follow these steps (Step 2 are for
intermediate/advanced users, we suggest to directly go to step 4 if you are not a developer or
an experimented user):

€ 2 C R % 9 POLYGON((-73.6%2045.5,3%:20-73.5%2045.5,520-73.2%2045.8,3%20-73. T2.6%2046.0.%20-69.8%2047.2.%20-71.0%2047.2.%20- 7T35%2046.1.%20-73.. @ ¥ £} @  Redémarerpourmetredjour §
MGmal @ YouTube Q Maps o PWGSCTPSGC210.  F S57- Bectronic Nav.. 35 Digital Incubator—. @B Maritime Comectiv.. @8 WAGOMCSMiniC.. [ fmd32003300.fc2.. G itop- Recherche Go.. W' Public-key cyptogy. £ Tous les favoris
Inpression €légante i

{
“dataResponsedbject™: [

“data™:
e
JAuCayrOT 3
50 10633uZXT+C! {AgICASL
ydCAGIS
a8 5
1A
C50QTAXL ydES1bHI1c ] AGICARICAGICH
@ZT4yMOTILTAGL T00HaYX. 0Z3VhZ2UsCIAGICAGICAGIC oot
1AEICAEIC 1506663 AGIDXTHT! AGICA
=Qx. ingl
yaynTL§ 2 achd
PCITHTT Ag 5
1AEICAICAETCAGIDXTHT, AGICAEIOXTHT!
1pCaTHT] {ASTCAGTCARTCATOXTHT. 32PCOTHT. TakT
< A4l
Jgeene
:l mdl 5
ySTHTIOL 0y JTILJALL
vZGvnL: 5 AGICASTCAGICARICAGICAGIC) ZAVNDHYNATgC3 y TeLTea ABLIMXH
14g1C Teond1521 ~,
xche
“dat:
“protectionsct ",
“digitalsigna 0™ "ecdsa-384-shaz”,
“digitalsigna
“publicCertific
5qS1b30QE
2] g 2} z Ky/c:
WPafTHiggEQT P 3o
waSSEYX:
Sbp12gCqHAKER¥VUYQrHORAES =
“digitelsig 5023100F 8809CD296F 1388150703657 3D44CBDAIF EQE 771F (38224244 3EQE 1861C89279427F 1 25 741 2ADOEAGADESSCOS4E0A002 J02664€ FOEDF 2226960C 1 4DSBS676100668 3F F 348C201428D5664538A74A6542335003F 2984 0089809107670AAL96F BF 3”
1
)
{
“dat:
77777 y9:v2h1bkE
JAueHNKT
et jaat 1AgTCABL
ydCAXMGIS {AGTCABIC
a8 f 10 ey
TasL
ot
1AgICAGT!
T 1C y 9T AgICAg:
AgPCITHT: AgT AGICAET 1PgogTCAgT
3 Ag1C) SAgICAEICAET
caglc
QalZpIXIaC;

Figure 3.13
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Impression Elégante

{
“dataResponsedbject”: [

“data”:
2debcayt
3
Teat
AXMGTSL AETCAGIC
SAGICABIC 3A8L iagI ey
ydFB1Ymep ¥
27401 1L TABLTEXPCITHT iAgICAGIC SAEICATC 5 JGaydC ot
ASTCAGIC
ayNTixL 1
focomu: AaL
ag1C
2zpCaTHT
306
T4MDILLTASL
ASTCAETCAEIC AGICABIC Yendlzc Jgomvest TCAICARICA
ASTCAEICAGICABL ASIC
THTTL AL
Gva y it
“exchangertetadat
"datsProtection”:
“protectionSchene’
“digitalsignaturevalue: {
“publicCertificate":
“ ;)
3
WegfTs: 18 79 3<0p3
26 Lsve:
SbpAZECQHAKER+VUYQrWRRAES vP/NBWOVU= ",
b
“Compressionflag: false
b
“ackRequest™: ©
“data™:
NTHWL ST 2dtbcayt y92YZh1bWE
AgIC
Text 502 Db33u2XI+CIAGIC AgICABL
anL ey
TAsL
WSndF AGICAGICASUZEWDpD
5 yb16y; e
T4CiAgICAGIC y n 1AgICAGIC
¥
CagIC 97T SAGICAIC 1colkzws
QaMZpIXTAC:

Figure 3.14

1) Extract the value of the exchangeMetaData->digitalSignatureValue->publicCertificate
field from the request response (see figure 3.15).
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M Gmei @ YouTube Q Mops b PWGSC F S57- Hectronic Nov... 4 Digitalincubator—.. @ Maritime Connectiv.. (€0 WAGOMCS MiniC.. () fmd32003300 fcr2 G itop - Recherche Go.. W/ Public-key cnyptoge. £ Tous les fmvoris
Inpression élégante €
i 239287 §
mprzAag
1 udQars /1.
e 10Q0Ew1
H QgRXh TEVTL.
TFNLACSTHTAwXL T 16Q0Ew1
FAAL
T 10Q0€w1
5 Wit T0Q0Ew1
ANUAAGT oTL
2PT: o T T6Q0Ew
e T 10Q0€wt
ST
- vt 10Q9Ew!
FAMUARGIC xep 9TL TEVT
g AT, 10061
e 10Q0€w1
i ogR
TENLACITHT ANKIIP T T 10081
2 ITEVTL.
AT 10Q0Ew!
FAMIAAGIC jogAxhi
STHT AWK 5 e 10Q0€wt
TFNLACTTHTANXL g Wit 10Q0EM1
FAMARGIC
w e, 16Q0€w1
e 10Q0Ewt
FAAUARGIC 5T
) LT 10Q0€w
FAAUAGICAD7dAdBSCL 1§QERXN j8GF ITEVTL:
ADAAAAAAF 5 T 10006t
10Q0€w
TFNLACITHTANKI. y Wit T000Ew1
FAMARGIC 5
aasar s

TSZAEBOBX] CA4GHXuOm 1 J<DpJYTpEY2HGDINNL LK VQQGENES 2 EQUAAGA TUECAMHRGVUBHF y a2 ETHBEGALUE B QZwZHS0YWA Lb JEMAOGA 1UEC GOTUNGHIQHn §YDVOQLDANNQL AXHJ ACBGHVEAMTIFULDUCE  ZGVUdG1 08
KHSCUIQVUCZT

“compressionflag": false
b
“ackRequest™: ©
1
“paginstion”: null,
“responseText™: “Get Request of Mis returned 1 results with the following filters: 5 inerType=5100_ ,
.0 47.2, -73.5 46.1, -73.5 45.7, -73.6 45.7, -73.6 45.5)), pegesnull, pageSizesnull, max pageSize is 1000"

1, veli 1, 1, p 1 1, g y=POLYGON((-73.6 45.5, -73.5 45.5, -73.2 45.8,
73.2 46.0, -72.6 6.0, -€3.8 47.2, -71
}

Figure 3.15

The certificate value is already decoded, so step 2 from the previous section is not required.

2) (Optional) With the certificate value from the request response, extract the public key
from the certificate. The two following options can be used:

a) Putthe decoded certificate value in a file named ccg_certificate.pem and surround it
by ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- (see figure 3.16)

cfHBRAGE|sDRi2e/ayg 22 EEIST1-FIECHu|l» BE0 B
Hecq_conificatepem 2 01 EIRAIE |Brews | B execute repicstionsn | B vockeriie | B docker-comporeymi |Bev  |Bvockedic | Breplication clonesh |Binese B 10 | B 11 = | 12acama ooar 25 oML |
----- BEGIN CIRIITICATE-——--
hexrps 1o :
R B END CERTIFICATE---=

283/ IRo2L AqBgoTkiadk/ IaZAERDEX cud EbXJudn I cDR e bR,

Figure 3.16

Execute the following openssl command in WSL (Linux environment in Windows) or
inalinux terminal:

openssl x509 -pubkey -noout -in ccg_certificate.pem > ec-secp384-rl1-pub-key-
extracted.pem (see figure 3.17).

That command will create the file ec-secp384-rl1-pub-key-extracted.pem containing
the public key (see figure 3.18).
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EX richardern@CQLABDEVWEDE: ~ — O x

x589 -pubkey -noout -in ccg certificate.pem > ec-secp384-rl-pub-key-extracted.pem,

Figure 3.17

dorml test e length: 215 lines: & tn1 Cokl Posl Unix (LF) UTF-8 NS

Figure 3.18

b) Use a programming language (like Java with the java.security library in the following
example) to load the decoded certificate and extract the public key (see figure 3.19).

dCertificateValue.getBytes());

Figure 3.19

3) Validate the signature with the public key and the signature value. To validate the
signature, you can use an online tool (option a) or a programming language like Java
(option b).
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a) If you have skipped step 2, copy the public key extracted from the CCG public
certificate (the content of the whole following text).

MHYWEAYHKoZIzjOCAQYFK4EEACIDYEAENYUVuUPgUthLoOrY8BcSBcVrKyQmSRIpQ
5vnKN3aFg8WBKQIcEVWLtXeA79vk6Q531cxtdWcaS28dDFtsd70d+QJaUeS5GPwr
E4GCSNe9XX85H4Y7+RXqzrCWaclj6n0/

Go to the following web site https://emn178.github.io/online-tools/ecdsa/verify/
and select ECDSA->Verify Signature
i) Select Base64 for the Input Encoding (see figure 3.20);

ii) Copy the content of the data field (figure 3.21) associated with the signature to
validate and add it to the Input text area (see figure 3.20);

iii) Select SECG secp384r1 / X9.63 ansip384rl / NIST P-384 for the Curve option (see
figure 3.20);

iv) Select SHA384 for the Signature Algorithm (see figure 3.20);

v) Select Pem Text for the Public Key Type (see figure 3.22);

vi) Add the Public Key content (surrounded by ----- BEGIN PUBLIC KEY-----

and ----- END PUBLIC KEY-----) in the Public Key Data text area (see figure 3.22);

vii) Select HEX for the Signature Type (see figure 3.23). The signature format in the
request responses are encoded in HEX instead of Base64;

viii) Copy the content of the exchangeMetadata->digitalSignatureValue-
>digitalSignature field associated with the data that is being validated (In this
example, see figure 3.24) and add it to the Signature Data text area (see figure 3.23);

ix) Click on verify button (see figure 3.20).


https://emn178.github.io/online-tools/ecdsa/verify/

€ 3

C A

emn178.githubio/online-tools/ecdsa/verify/
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Figure 3.21
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MHYWEAYHKOZIzj0CAQYFK4EEACIDYgAENYUVUPgGUL
hLoOrY8BcSBCVrEyQmSR1pQ
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————— END PUBLIC EEY————-—

4

Figure 3.22

— Signature

Type

Hex o

Data

3065023100F8809CD256F1238B1507036573D44C80DA3
FEC4ET7T1FCSB2242443E0E1BG1CH927 94 2TVEFT2Z5ET41
ZA00ERGADBSSCO54BDRA002302664EFDEDF22269BDC1
409B96T7el0De0E3FF348C20142805664B38AT406542
J35D03F29B4F0089BD81076T0ARL96FEE3

Figure 3.23
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Figure 3.24

b) InJava,
i) Assign the signature value (figure 3.24) to the (String) signature variable. Note that
the signature from the request response in encoded in the HEX format it will be
handled in Java.;

ii) Assign the decoded public certificate from the response (figure 3.15) to the
(String) decodedPublicCertificate variable;

iii) Assign the content (see figure 3.21) of the data field associated with the signature
to the (String) content variable. Note that the data field from the response is
encoded in Base64 and will be handled in Java;

iv) execute the following commands (use algorithm ‘SHA384WITHECDSA’):

byte[] publicCertificateValue = Base64.getDecoder().decode(decodedPublicCertificate);

X509Certificate certificate = (X509Certificate) CertificateFactory.getinstance( ).generateCertificate(new
ByteArraylnputStream(publicCertificateValue));

PublicKey publicKey = certificate.getPublicKey();

Signature ecdsaSignature = Signature.getinstance(
ecdsaSignature.initVerify(publicKey);
ecdsaSignature.update(Base64.getDecoder().decode(content));

boolean isValid = ecdsaSignature.verify(HexFormat.of{().parseHex(signature));
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3.3  VALIDATION OF THE CATALOG.SIGN SIGNATURE (IN THE S-100 EXCHANGE
SET)

To validate the signature contained in the catalog.sign file associated with the catalog.xml file
contained in the S-100 exchange set (see figure 3.25), you have to follow these steps (Step 1
and 2 are for intermediate/advanced users, we suggest to directly go to step 4 if you are not a
developer or an experienced user):

1) (Optional) Extract the certificate from the catalog.xml file first. To do it, you have to
copy the certificate value contained in the “<certificate>” tag (see figure 3.26).

5100_ROOT X - - a 2

< T C J » - S124-Exchange-Setzip > 5-124 Exchange Set > S100_ROOT > Rechercher dans : S100_ROOT Q

@ Mouveau Al Trier = Afficher [:‘e Extraire tout aee (B Détails

EJ Galerie O Nom Type Taille compressée Protégé pa.. Taille Ratio Modifié le
5-124 Dossier defichiers

[ Bureau [ camLogsiGh Fichier SIGN 1Ko Non 1Ko 6%

D CATALOG.XML xmilfile 18Ko MNon 281Ko W%
k Téléchargem

— Documents

Images

) Musique

i3 Vidéos
old_desktop
old_documents

Captures d'écra

> [l cePC

> 4l Réseau

3 élément(s) =lo

Figure 3.25
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<ns6:MD_CharacterSetCode codelist="http://www.iana.org/assignments/character-sets" codelistValue="UTF-8">UTF-8</ns6:MD_CharacterSetCode>
</ns6:characterEncoding>

</ns6:PT_Locale>
</ns2:defaultlocale>
v<ns2:exchangeCatalogueDescription>
<ns3:CharacterString>5124 Exchange Set of active canadian NAVWARNs</ns3:CharacterString>
</ns2:exchangeCatalogueDescription>
v<ns2:exchangeCatalogueComment>
<ns3:CharacterString/>
</ns2:exchangeCatalogueComment>
v<ns2:certificates>
<schemeAdministrator id="Canadian Coast Guard"/>
<certificate id="cersccgl24" issuer="1.2.840.113549.1.9.1=#161

f406d617269 7469766974792e6€6574,CN=MCP Identity

gIItrys 5 5 P gen 3 5 tmertmepeetmestmep
idreg">TUL1IRCtqQONBNENNQXdIQKFNSVVKQTARYKREMMIKL ZVWNX1XQ2VGQmVTUTILVWV3Q2dZSUtviik 1623 BFQXdNA2djd3hMREF xQmdvSmtpYUprLel zkik FFQkRCeDF jbquvlhKdustmr:jnnaquvnwdrkyﬂzivesaﬂi
<lcertificates
</ns2:certificates>
<ns2:dataServerIdentifier>https://s124.ccg-gcc.ge.ca</ns2:dataServerIdentifier>
v<ns2:datasetDiscoveryMetadata>
v<ns2:5108_DatasetDiscoveryMetadata>
<ns2:fileName>file:/124CA@1C_2446_25.GML</ns2:fileName>
v<ns2:description>
<ns3:CharacterString>Montréal to Trois-Riviéres - Montreal to Sorel</ns3:CharacterString>
</ns2:description>
<ns2:datasetID>urn:mrn:ccg:s124:CA@1:C.2446.25¢/ns2:datasetID>
<ns2:compressionFlag>false</ns2:compressionFlag>
<ns2:dataProtection>false</ns2:dataProtection>
<ns2:protectionScheme>S100p15</ns2: protectionScheme>
<ns2:digitalSignatureReference>ECDSA-384-SHA2</ns2:digitalSignatureReference>
v<ns2:digitalSignatureValue>
<510@_SE_DigitalSignature id="file:/124CA@1C_2446_25.GML"

certificateRef="cersccgl24">MGQCMG680Tpm2ICHAOOPQtZTCqqL4zRqejIF7SBCcPora3DB8aockftDG17Q5NXenhCSQdgIwNIKp/ jxfs2tq4EYXk6510e/VIBro4lfmIF 7w8kM/ZsPy9cMmbT91b8XyWX 2wHuMg<)

</ns2:digitalSignatureValue>
<ns2:copyright>true</ns2:copyright>
v<ns2:classification>

<ns14:MD_ClassificationCode codelist="https://standards.iso.org/iso/19115/resources/Codelists/cat/codelists.xml"
codelistValue="1">unclassified</ns14:MD_ClassificationCode>
</ns2:classification>

Figure 3.26

2) (Optional) Decode the certificate value because the certificate value in the catalog.xml is
encoded in Base64. The 2 following options can be used:

a) with the following online tool https://www.base64decode.org/ :

. » C % basebddecodeorg

Google Chrome isn't your default browser  ((ETESEEN

BASE64
Decode and Encode | B Encode

B8 Language. English Espaiol Portugués Frangais Deulsch
Do you have to deal with Base64 format? Then this site is perfect for you! Use our super handy online tool to encode or decode your data.

Decode from Base64 format & Bonus fip: Bookmark us!
Simply enter your data tnen push the decode burton

Y

2dF U,

VWT1IUVnV

RVA0ITOWRR212WT, ZE "qYORwallUcHRZN

@ For encoded binaries (Ike mages. documents, etc ) use the fie pload form 3 ite further down on this page

vou i

@ Livemode OFF | Decodes in reaktime as you type or paste (supports only the UTF-8 character set).

I R Al [oecodes your data into the area below.

Figure 3.27
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b) Use a base 64 decoding tool from a programming language (Base64.getDecoder() in
Java for example):

(certificatevalue));

Figure 3.28

3) (Optional) With the decoded certificate value, extract the public key from the certificate.
The two following options can be used:

a) Put the decoded certificate value from step 2 in a file named ccg_certificate.pem
and surround it by ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- (see
figure 3.29);

= L -k ¥ | [ w
= [ [SLES B ] | B vocker B eplicar =] =] B ] ]

Figure 3.29

Execute the following openssl command in WSL (Linux environment in Windows) or
inalinux terminal:

openssl x509 -pubkey -noout -in ccg_certificate.pem > ec-secp384-r1-pub-key-
extracted.pem (see figure 3.30)

That command will create the file ec-secp384-r1-pub-key-extracted.pem containing
the public key (see figure 3.31).

86: $ openssl k583 -pubkey -noout -in ccg_certificate.pem » ec-secp384-rl-pub-key-extracted.pemg

Figure 3.30



Unclassified - Non-Classifié

Figure 3.31

b) Use a programming language (like Java with the java.security library in the following
example) to load the decoded certificate and extract the public key.

Figure 3.32

4) Validate the signature with the public key and the signature value. To validate the

signature, you can use an online tool (option a) or a programming language like Java
(option b).

a) If you have skipped steps 1 and 2 and 3, copy the following public key extracted
from the CCG public certificate:

MHYWEAYHKoZIzjOCAQYFK4EEACIDYZAENYUVUPgUthLoOrY8BcSBcVrKyQmSRIpQ

5vnKN3aFq8WBKQ9cEVWLtXeA79vk6Q531cxtdWcaS28dDFtsd70d+QJaUeS5GPwr
E4GCSNe9XX85H4Y7+RXqzrCWaclj6n0/
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Go to the following web site https://emn178.github.io/online-tools/ecdsa/verify/
and select ECDSA->Verify Signature.
i) Select Base64 for the Input Encoding (see figure 3.33);

ii) Copy the content of the catalog.xml file (figure 3.34) associated with the signature
to validate and add it to the Input text area (see figure 3.33);

iii) Select SECG secp384rl1 / X9.63 ansip384rl / NIST P-384 for the Curve option (see
figure 3.33);

iv) Select SHA384 for the Signature Algorithm (see figure 3.33);

v) Select Pem Text for the Public Key Type (see figure 3.33);

vi) Add the Public Key content (surrounded by ----- BEGIN PUBLIC KEY-----

and ----- END PUBLIC KEY-----) in the Public Key Data text area (see figure 3.33);
vii) Select Base64 for the Signature Type (see figure 3.33).

viii) Copy the content of the catalog.sign file (In this example, see figure 3.35) and
add it to the Signature Data text area (see figure 3.33);

ix) Click on verify button.

B ® & [ @  Redémamerpourmetredjour §

ignatures using ECDSA. It supports various curves and signature algorithms.

[ X963 ansip3Bar] / NIST P-384 I

Valid

rrrrrrr

;;;;;;

Figure 3.33
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b) InlJava,
i) Assign the signature value (figure 3.35) to the (String) signature variable;
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ii) Assign the encoded public certificate from the catalog.xml file (figure 3.26) to the
(String) encodedPublicCertificate variable;

iii) Assign the content of the catalog.xml file (see figure 3.34) to the (String) content
variable;

iv) execute the following commands (use algorithm ‘SHA384WITHECDSA’):

byte[] decodedPublicCertificate = Base64.getDecoder().decode(encodedPublicCertificate);

byte[] publicCertificateValue = Base64.getDecoder().decode(decodedPublicCertificate);

X509Certificate certificate = (X509Certificate) CertificateFactory.getinstance("X.509").generateCertificate(new
ByteArraylnputStream(publicCertificateValue));

PublicKey publicKey = certificate.getPublicKey();

Signature ecdsaSignature = Signature.getinstance("SHA384withECDSA");
ecdsaSignature.initVerify(publicKey);

ecdsaSignature.update(content.getBytes());

boolean isValid = ecdsaSignature.verify(Base64.getDecoder().decode(signature.getBytes()));




